wWww.astaro.com

. asCar0O

internet security

Astaro Security Gateway V7

‘ Software version: 7.000 or higher ‘

Site-to-Site VPN via RSA

Configuring ASG

Author: Richard Striegel

Contact: documentation@astaro.com
Document version: 1.000

Date: 2007-03-15

Status: Public

Contents Page
1. Introduction......cciciiiiieirinsrr 2
2. Site-to-site VPN Connection via RSA .......ccccvirvnmvmnsimsannnans 2
2.1. Background Information......cccieciiiismnsmssns s ssss s snnnnnanns 3
2.2, Configuration of the local VPN Gateway......ccvecrvuermnnrnnnsnanns 3
2.3. Configuration of the remote VPN Gateway.........ccvimvuniinnnns 10
3. Maintenance FUNCLIONS ......c.ccveiiinrinesinenn s s s s nna s 17

This document may not be copied or distributed by any means, electronically
or mechanically, in whole or in part, for any reason, without the express
written permission of Astaro AG.

© 2007 Astaro AG. All rights reserved. AmalienbadstraBe 36/Bau 33a,
76227 Karlsruhe, Germany, http://www.astaro.com

Astaro Security Gateway and WebAdmin are trademarks of Astaro AG.
All further trademarks are the property of their respective owners.

No guarantee is given for the correctness of the information contained in this
document.

Z{_B m
h i www.astaro.com/kb




Site-to-Site VPN via RSA

4 Configuring ASG

1. Introduction

The guides contain complementary information on the Administration Guide and the Online
Help. If you are not sure whether you have the current version of this guide, you can download
it from the following Internet address:

http://www.astaro.com/kb

If you have questions or find errors in the guide, please, contact us under the following e-mail
address:

documentation@astaro.com

For further help use our support-forum under ...
http://www.astaro.com

... or use the Astaro Support offers ...

http://www.astaro.com/support

2. Site-to-site VPN Connection via RSA

This chapter describes step by step the configuration of an Site-to-site VPN connection
between two Astaro Security Gateways by using RSA keys. An IPSec VPN tunnel allows for
example a secure data traffic between a headquarters office and a branch office. One Astaro
Security Gateway serves as Internet gateway in the headquarters and the branch office
respectively.

The structure is de-
scribed in the left
chart: In both sys-
tems the network
card ethl1/LAN is

Headquarters Branch Office

u l I Public RSA key
x' . . OsQOKSGtORW |~ . “‘a connected to the In-

. * LAN . :
AT % AImMnZtLomIzm = - . ternet and the net-
7l Admin PC

etho ‘A7 Public RSA key work card ethO
’
¢ /WAN to the local
ASG eth1 Encrypted network.

VPN tunnel

Internet

*IPSec VPN - Site-to-site §" 3staro

First ensure to have the following information available:
e Local gateway (Host name or IP address)

e Local network (IP address)

¢ Remote gateway (Host name or IP address)

e Remote network (IP address)
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2.1. Background Information

RSA Keys

The authentication via RSA is made with public keys and private keys. The private key must
remain secret, whereas the public key (see chart on page 2) may be transmitted via the
Internet. During the definition of the private key, a public key is created on both sides of the
IPSec tunnel. This public key will then be imported to the other side of the tunnel.

Both keys are mathematically dependent from each other and are in a unique relation to each
other: Data, which had been encrypted with one key can only be decrypted with the cor-
responding key on the remote endpoint. It requires important efforts to deduct the private key
from the public key. If you use the Internet to access the remote security system from your
local network, you may exchange the keys via the clipboard.

2.2. Configuration of the local VPN Gateway

The Astaro Security Gateway is configured via the web based WebAdmin interface from the
administration PC. Opening and using this configuration tool is extensively described in the
Astaro Security Gateway V7 administration guide.

1. Retrieve the local RSA key:
Open the Site-to-Site VPN >> IPSec >> Local RSA Key tab.

When the Astaro Secu-

Connections 8 Remote Gateways B Policies 8 Local RSA Key B advanced § Debug rlty Gate Way IS Sta rted
— Current local public RSA key the fl rSt tl me’ the Local
This is the public portion of the currently installed local RSA key. You need to enter this key into remote RSA key VPN OptlonS
devices that use IPSec RSA authentication with this system. Click into the box, then press CTRL-A and
CTRL-C to copy it to the cliphoard. (screenshot . Item 1) are
05AQ0CLY gz YAXYOFSFD SnFHOvK 0 2y Y wASNL+H3 X2 8 ThHsNP /LU=z+07581 170117 t 1 zlnjhbAFhETL0 EHl ¥uTHURLHZ 7 preset a nd an RSA key
(screenshot: Item 2) is
4 » H
2 automatically created by
= Local RSA key WPN options USIng the random numb_
WPN 1D type: | Hosthame = It is possible to change the RSA key WPHN options er generator_
- here. When the YPN ID type is set to IP Address,
WPN ID: | hq project-agency.com the system will automatically use its interface IP
address as the WPN ID. Setting these options does You can a ISO regenerate

not change the RS54 key itself,

the local RSA key with

7 Apply
another key length, but
— Re-generate local RSA key. that isnlt necessary
Key size: {1024 bits =) You can re-generate the local RS54 key with a
different key length by clicking Apply below.
2042 bits Important: This will overwrite the currently
4096 bits installed RSA key.
v Apply

© 2007 Astaro AG.
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Set the local RSA key VPN options:

VPN ID type: A unique identifier must be indicated for each VPN gateway. Select the
identifier type and enter the value as described below into the VPN ID dialog box:

Hostname: Select this type for a VPN gateway with static IP address or when the dynam-
ic IP address is resolved through DynDNS. The host name is preset in the VPN ID dialog
box (in this example: hqg.project-agency.com).

Optional VPN identifier types:

IP address: This identifier type is useful for a VPN gateway with static IP address. Enter
the appropriate IP address in the VPN ID dialog box.

Email address: Enter the e-mail address of the local VPN gateway administrator.

Confirm your settings by clicking Apply.

Now, regenerate the local RSA key:

Key size: Select the key size.

Security Note:

To enhance security set a key size of at least 2048 bits. The length of the RSA key
(RSA key size) must be the same on both VPN gateways.

Start the action by clicking Apply.

Depending on the hardware used and on the key size, the key generation may take a
couple of minutes. The generated key will be displayed in the Current local public RSA
key dialog box. Copy the key to the clipboard or send it per e-mail to the administrator of
the remote VPN gateway.

Define the remote gateway (static/dynamic IP address):

To configure the Site-to-
Connections | Remote Gateways B Policies § Local RSA Key B Advanced S|te VPN Connection, the

@ New Remote Gateway ..,

required networks of the

Edit Rermote Gateway § |(CEdit | £ Branch Office [J Branch office
Name: Brsnch Oifics (Xbelete) VPN ID s Hostnams [branch.praject-2gencycoml, il remote endpoint must be
Gateway type: \'mllatﬁcunnecl\un . = deflned ﬁrSt. YOU can de_
Gateway: | & QE\ranch offic| EI@
Authentication type: | RSA key = " ﬂne netWOI‘kS on the De'
Public Key: |gs - - =g
R KLK‘“j '0 finitions >> Networks
4 | »
VPN 1 t7pe: [ Hoomars = ,o' page or as described
H ranc I0jeci-agency. com ‘ H H
On B - below on the Site-to-site
Remote Metwarks:
@ LYBranch netwark VPN >> IPSeC >> Re'

mote Gateways tab.

Comment:

7 Save ¢ Cancel
v

© 2007 Astaro AG.
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Name: Enter a specific name for the remote gateway (in this example: Branch Office).

Gateway type: Set the remote VPN gateway type here. For a static IP address or if the
remote interface is resolved through DynDNS, select Initiate connection. Afterwards,
create the network (host) object in the Gateway dialog box (in this example: Branch
office). If the IP address of the remote VPN gateway changes and is not resolved through
DynDNS select Respond only.

For an interface with dynamic IP address (Modem/DSL) using Dynamic DNS you can
indicate the DNS name instead of the IP address. For the DynDNS service under
www.dyndns.org this name could be company.dynalias.org for example.

ﬁ The Dynamic DNS function is described in the Astaro Security Gateway admin-
: ) istration guide.

Authentication type: Select RSA key.

Public key: Copy the public key, which you have received from the administrator of the
remote VPN gateway administrator.

Note:

Ensure that the public key is fully copied into the window. Already a space character at
s the end of the key might cause that setting up the IPSec VPN tunnel fails.

VPN ID type: Select the identifier type (in this example: Hostname) and enter the value
in the VPN ID dialog box (in this example: branch.project-agency.com). The same VPN
identifier must be configured on the remote VPN gateway on the Local RSA Key tab!

The optional VPN identifier types are described in step 1.

Remote networks: Select the remote networks that should be part of the VPN (in this
example: Branch network).

Comment (optional): Add a description or other information about the remote gateway.
Confirm your settings by clicking on Save.

The new remote gateway will be displayed in the table.

Ii\ More detailed information on the configuration of a Remote Gateway and detailed
) explanations of the individual settings can be found in the Astaro Security Gate-
way V7 administration guide in chapter 12.

© 2007 Astaro AG.
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3. Configure the IPSec VPN connection:
Open the Site-to-Site VPN >> IPSec page.

On the Connections tab, click New IPSec connection.

The Add IPSec connection dialog box opens.

Connections 8§ Remote Gateways M Policies 8 Local RSA Key | Advanced

& Mew IPSec conneckion ... |l open live log B,
Edit IPSec connection | |(DEdit ) m %) Branch to HQ connection W@ External (WaN)
Mame: [ Branch to HQ connection | % Delete | AES-256 [Auto packet filker is off, not using strict
Remote Gateway: | Branch Dffice B3|
Local Interface: | Extemal [waM] B3|
Palicy: | AES-256 B3| '
Local Metworks '
1 W Internal (Metwark) "
."

Auto packet filker; [
Strict routing: [~

Comment:

7 Save 3¢ cancel
b,
)

I;/.: More detailed information on the configuration of a Site-to-Site VPN and detailed
) explanations of the individual settings can be found in the Astaro Security Gate-
way V7 administration guide in chapter 12.

Name: Enter a descriptive name for this connection.

Remote Gateway: Select the remote VPN gateway of the remote Astaro Security
Gateway. This VPN gateway has been defined in step 2 (in this example: Branch Office).

Local Interface: Select the network interface to use for IPSec access (in this example:
External (WAN)).

Policy: Select an already defined policy (in this example: AES-256).

I/; You can use the IPSec >> Policies tab to define your own policies. Creating of
) own IPSec Policies is described in the Astaro Security Gateway V7 administra-
tion guide in chapter 12.

Local Networks: Select the local networks that should be part of the VPN (in this
example: Internal (Network)).

© 2007 Astaro AG.
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Note:

If you wish the IPSec connected users to be allowed to access the Internet, you need to
3 select Any in the Local networks dialog box. Additionally, you need to define appropri-
ate Masquerading or NAT rules.

Auto packet filter: Enable this option if you wish to automatically set the packet filter
rules, to allow all traffic through the tunnel.

Strict routing: Enable this option in order to have the source and destination address
checked whether they match the tunnel definition. Otherwise, only the destination address
(remote network) is checked.

Enabling strict routing allows you to send both encrypted and unencrypted traffic to the
same remote network, depending on the source address. Disabling this option allows the
usage of SNAT rules on VPN tunnels. With SNAT rules, you can add other local networks to
the same VPN tunnel, without the need to create an additional tunnel.

Comment (optional): Add a description or other information about the IPSec VPN
connection.

Configure the advanced Site-to-Site IPSec VPN settings:
Open the Site-to-Site VPN >> IPSec >> Advanced tab.

| Dead Peer Detection (DPD)

The Dead Peer Detection option is used to automatically determine whether a remote
IPSec peer can still be reached. Usually it is safe to always enable this option. The IPSec
peers automatically determine whether the remote side supports Dead Peer Detection or
not, and will fall back to normal mode if necessary.

| Misc settings

Copy TOS (Type of Service) value: Type-of-Service-Bits are four Bit flags in the IP
header. The Bits are referred to as Type-of-Service-Bits, as they allow the transferring
application, to tell the network which type of service quality is necessary. The available
service quality classes are: minimum delay, maximum throughput, maximum reliability
and minimum cost. This option copies the content of the TOS field in the encrypted data
packet, so that the IPSec data traffic can be routed according to its priority.

Allow path MTU discovery: It is usually preferable that IP data packets be of the largest
size that does not require fragmentation anywhere along the path from the source to the
destination. This size of the data packet across a connection is referred to as the Path

© 2007 Astaro AG.
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Maximum Transmission Unit (PMTU). If any of the data packets are too large to be
forwarded without fragmentation by some router along the path, that router will discard
them and return ICMP Destination Unreachable messages with a code meaning “frag-
mentation needed and DF set”. Upon receipt of such a message, the source host reduces
its assumed PMTU for the path. Enabling the Allow path MTU discovery option makes the
ASG appliance to send such ICMP messages.

MTU: In this field you can specify the Maximum Transmission Unit (MTU) of the IPSec
interface; the default MTU is 1420 byte.

5. Define the packet filter rule (optional):

You must define this packet filter rule if you have disabled the Automatic packet filter
rule function during the configuration of the IPSec VPN connection in step 3.

Open the Network Security >> Packet Filter >>
Rules tab.

Advanced
& Mewrule ... | | [<| Openlive log After clicking on the New rule button the dialog box
Create new rule ¢ | for new rules will appear. Create a new rule for the
ol Mo group ol access to the local internal network.
Position: | Battam =l . )
= Source: Select the remote network or user (in this
Source: | QBranch netwﬁl@
sorvice: [ any D& example: Branch network).
Destination: | & W8 Intermnal (Ne ) & Service: Set the service (e.g. Any for all services).
Action: | Allow = . . . .
: Destination: Select the allowed internal network (in
Time Event: | Wwork hours =]

Log traffic: @ this example: Internal (Network)).

Comment: Action: Allow.

v Savevﬂm # Cancel Confirm your settings by clicking on Save.

New rules will be added at the end of the list and remain disabled (status light shows red)
until they are explicitly enabled by clicking on the status light.

Advanced
= Mew rule .. [ Open live log 2l =l &
(D Edit | 1 Branch network@-ﬂ—hhmtemal (Metwork)
(# Delete | e {oyWork hours  sF Any

§' 3staro
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Active rules are processed in the order of the numbers (next to the status light) until the
first matching rule. Then the following rules will be ignored! The sequence of the rules is
thus very important. Therefore never place a rule such as Any - Any - Any - Allow at
the beginning of the rules since all traffic will be allowed through and the following rules
ignored!

ﬁ More detailed information on the definition of Packet Filter Rules and detailed
: ) explanations of the individual settings can be found in the Astaro Security Gate-
way V7 administration guide in chapter 7.

Define the masquerading rule (optional):

Masquerading is used to mask the IP addresses of one network (in this example: Branch
Office Marketing) with the IP address of a second network (in this example: External).
Thus remote users, who have only private IP addresses can surf on the Internet with an
official IP address.

I/; More detailed information on the definition of Masquerading Rules and detailed
) explanations of the individual settings can be found in the Astaro Security Gate-
way V7 administration guide in chapter 7.

Open the Network Security >> NAT >> Masquerading tab.

o) Make the following settings:

Al 4

DMAT/SNAT

Masquerading

Network: Select the network of the remote

;},admin (User Metwork)
2 any

LJBranch netwark

[J Branch office

W External (WwaM) (address)
W External (WaM) (Broadcas
B External (WaAN) (Network
W Internal (Address)

iPimliosaneseueiadioglcoml endpoint (in this example: Branch network).

Create new masquerading rule

Network: | & @Branch nety £ &9 Interface: Select the interface that shall be
Lpisiisael) Extomnal (WA = used to mask the remote network. (in this

Comment: Masquerading the branch netwo

example: External (WAN)).

| 7 save , || $€ cancal | ) . o
] Then confirm your settings by clicking on

Jow 1t Lin R +

Save.

New masquerading rules will be added at the end of the list and remain disabled (status
light shows red) until they are explicitly enabled by clicking on the status light.

Masquerading DMAT/SMNAT

I_E:-El Mew masquerading rule ... |

(ClEdit | Qaranch network = B8 External (Wan)
(% Delete | uerading the branch netwaork

© 2007 Astaro AG.
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7. Activate the proxies (optional):

If the remote employees shall access URL services via the remote access you may con-
figure the required proxies on the Astaro Security Gateway - this would be the DNS and
HTTP proxy for example.

More detailed information on the configuration of Proxies and detailed explanations
~ of the individual settings can be found in the Astaro Security Gateway V7 admin-
istration guide.

After configuring the VPN server (Headquarters) you must configure the remote VPN gateway
(Branch Office). The basic settings for the VPN IPSec tunnel are now finished. Depending on
the Security Policy of your organization and the requirements of your network you might have
to make additional settings.

2.3. Configuration of the remote VPN Gateway

After configuring the VPN server (Headquarters) you must configure the remote Astaro
Security Gateway (Branch Office).

1. Retrieve the local RSA key:

Open the Site-to-Site VPN >> IPSec >> Local RSA Key tab.

When the Astaro Secu-

Connections 8 Remote Gateways M Policies B Local RSA Key B Advanced rlty Gate Way IS Sta rted
. the first time, the Local
— Current local public RSA key .

This is the public portion of the currently installed local RSA key. You need to enter this key into remaote RSA key VPN Optlons
devices that use IPSec RSA authentication with this system. Click into the box, then press CTRL-& and

CTRL-C to copy it to the clipboard. (ScreenShOt: Item 1) are

O0=AQ0ULSTS Cr FHDURbo ST 0 fKynoK0ED ] C1IKSINKz 54T XL 2726980yl 0gV+C 1p ESE XDk MUk Je AFE3 20UV 5L STEINIL p reset a nd a n RSA key

(screenshot: Item 2) is

« i automatically created by

_ using the random numb-
— Local RSa key VPN options

WPHM 1D type:  Hosthame = It is possible to change the RSA key VPN options er generator'
T 5, [PE——— here. When the ¥PN 1D type is set to IP Address,
+ [branch. project-agency.com the system will automatically use its interface IP
1 address as the WPHN 1D, Setting these options does YOU can a ISO regenerate
not change the RSA key itself, .
the local RSA key with
W Apply
another key length, but
H 7.
= Re-generate local RSA kevy, that isn’t necessa ry.
Key size: (20480 te| ‘You can re-generate the local RSA key with a

different key length by dicking Apply below.
Important: This will overwrite the currently
installed RSA key.

Mew RSA key generated successfully. w7 Apply ﬂ

© 2007 Astaro AG.
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Set the local RSA key VPN options:

VPN ID type: A unique identifier must be indicated for each VPN gateway. Select the
identifier type and enter the value as described below into the VPN ID dialog box:

Hostname: Select this type for a VPN gateway with static IP address or when the dynam-
ic IP address is resolved through DynDNS. The host name is preset in the VPN ID dialog
box (in this example: branch.project-agency.com).

Optional VPN identifier types:

IP address: This identifier type is useful for a VPN gateway with static IP address. Enter
the appropriate IP address in the VPN ID dialog box.

Email address: Enter the e-mail address of the local VPN gateway administrator.

Confirm your settings by clicking Apply.

Now, regenerate the local RSA key:

Key size: Select the key size.

Security Note:

To enhance security set a key size of at least 2048 bits. The length of the RSA key
(RSA key size) must be the same on both VPN gateways.

Start the action by clicking Apply.

Depending on the hardware used and on the key size, the key generation may take a
couple of minutes. The generated key will be displayed in the Current local public RSA
key dialog box. Copy the key to the clipboard or send it per e-mail to the administrator of
the remote VPN gateway.

2. Define the remote gateway (static/dynamic IP address):

To configure the Site-to-site VPN connection, the required
networks of the remote endpoint must be defined first. You
can define networks on the Definitions >> Networks page

Policies | Lo

Connections Remote Gateways

) New Remote Gateway ...

Edit Remote Gateway

Name:

Headquarters

Gateway type:

Initiate connection =l

= LYHeaduartars net

comment:

W Sawve

. % Cancel

§' 3staro

© 2007 Astaro AG.

or as described below on the Site-to-site VPN >> IPSec
>> Remote Gateways tab.

Gateway: | & L Headguarts 5 @
L Foh ke =l|| Name: Enter a specific name for the remote gateway (in this
Public Ke¥! | GIH111TdodgdggFeKLEDL G
: s || example: Headquarters).
e :q,,t,mtgym =l|| Gateway type: Set the remote VPN gateway type here. For
remate Networks: [NSSNSNNSNERY || @ static IP address or if the remote interface is resolved

through DynDNS, select Initiate connection. Afterwards,
create the network (host) object in the Gateway dialog box
(here: Headquarters). If the IP address of the remote VPN

11 of 17
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gateway changes and is not resolved through DynDNS select Respond only.

For an interface with dynamic IP address (Modem/DSL) using Dynamic DNS you can
indicate the DNS name instead of the IP address. For the DynDNS service under
www.dyndns.org this name could be company.dynalias.org for example.

I: The Dynamic DNS function is described in the Astaro Security Gateway admin-
: ) istration guide.

Authentication type: Select RSA key.

Public key: Copy the public key, which you have received from the administrator of the
remote VPN gateway administrator.

Note:

Ensure that the public key is fully copied into the window. Already a space character at
s the end of the key might cause that setting up the IPSec VPN tunnel fails.

VPN ID type: Select the identifier type (in this example: Hostname) and enter the value
in the VPN ID dialog box (in this example: hgqg.project-agency.com). The same VPN
identifier must be configured on the remote VPN gateway on the Local RSA Key tab!

The optional VPN identifier types are described in step 1.

Remote networks: Select the remote networks that should be part of the VPN (in this
example: Headquarters network).

Note:

If you wish the local users to be allowed to access the Internet via the remote Astaro
3 Security Gateway, you need to select Any in the Remote networks dialog box.

Comment (optional): Add a description or other information about the remote gateway.
Confirm your settings by clicking on Save.

The new remote gateway will be displayed in the table.

Connections § Rermote Gateways M Policies B Local RSA Key B Advanced

E:-I:-,'ZI Mew Remote Gateway ..

(ClEdit | £ Headquarters () Headguarters
(% Delete | WPM ID is Hostname [hg.project-agency.com], authenticated via 254 key

© 2007 Astaro AG.
. aﬁtﬁlﬁq Subject to change without notice. 12 of 17
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I: More detailed information on the configuration of a Remote Gateway and detailed
: ) explanations of the individual settings can be found in the Astaro Security Gate-
way V7 administration guide in chapter 12.

3. Configure the IPSec VPN connection:
Open the Site-to-Site VPN >> IPSec page.

On the Connections tab, click New IPSec connection.

The Add IPSec connection dialog box opens.

Connections 8 Remote Gateways M Policies § Local RSA Key | Advanced

@ New IPSec connection ... |l open live log

=,

Edit IPSec connection § |(CEdit | (i@ % Branch to HQ connection W External (WaN) 4
(% Delete | AES-256 [Auto packet filker is off, not using strict

Mame: |Branch to HE connection

Remote Gateway: | Headquarters

=l
Lacal Interface: | Extemal [wiM) 2|
=l 7
/
"
/

Policy: | AES-256

Local Metworks

= W Internal (Metwork)

.“‘

Auto packet filter: T
Strict routing: [

Comment:

W Save 3¢ cancel
oy

More detailed information on the configuration of a Site-to-Site VPN and detailed
>/  explanations of the individual settings can be found in the Astaro Security Gate-
way V7 administration guide in chapter 12.

Name: Enter a descriptive name for this connection.

Remote Gateway: Select the remote VPN gateway of the remote Astaro Security
Gateway. This VPN gateway has been defined in step 2 (in this example: Headquarters).

Local Interface: Select the network interface to use for IPSec access (in this example:
External (WAN)).

Policy: Select an already defined policy (in this example: AES-256).

© 2007 Astaro AG. 13 0of 17
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/>, You can use the IPSec >> Policies tab to define your own policies. Creating of
I-b own IPSec Policies is described in the Astaro Security Gateway V7 administra-
tion guide in chapter 12.

Local Networks: Select the local networks that should be part of the VPN (in this
example: Internal (Network)).

Auto packet filter: Enable this option if you wish to automatically set the packet filter
rules, to allow all traffic through the tunnel.

Strict routing: Enable this option in order to have the source and destination address
checked whether they match the tunnel definition. Otherwise, only the destination address
(remote network) is checked.

Enabling strict routing allows you to send both encrypted and unencrypted traffic to the
same remote network, depending on the source address. Disabling this option allows the
usage of SNAT rules on VPN tunnels. With SNAT rules, you can add other local networks to
the same VPN tunnel, without the need to create an additional tunnel.

Comment (optional): Add a description or other information about the IPSec VPN
connection.

Configure the advanced Site-to-Site IPSec VPN settings:
Open the Site-to-Site VPN >> IPSec >> Advanced tab.

| Dead Peer Detection (DPD)

The Dead Peer Detection option is used to automatically determine whether a remote
IPSec peer can still be reached. Usually it is safe to always enable this option. The IPSec
peers automatically determine whether the remote side supports Dead Peer Detection or
not, and will fall back to normal mode if necessary.

| Misc settings

Copy TOS (Type of Service) value: Type-of-Service-Bits are four Bit flags in the IP
header. The Bits are referred to as Type-of-Service-Bits, as they allow the transferring
application, to tell the network which type of service quality is necessary. The available
service quality classes are: minimum delay, maximum throughput, maximum reliability
and minimum cost. This option copies the content of the TOS field in the encrypted data
packet, so that the IPSec data traffic can be routed according to its priority.

Allow path MTU discovery: It is usually preferable that IP data packets be of the largest
size that does not require fragmentation anywhere along the path from the source to the

© 2007 Astaro AG.
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destination. This size of the data packet across a connection is referred to as the Path
Maximum Transmission Unit (PMTU). If any of the data packets are too large to be
forwarded without fragmentation by some router along the path, that router will discard
them and return ICMP Destination Unreachable messages with a code meaning “frag-
mentation needed and DF set”. Upon receipt of such a message, the source host reduces
its assumed PMTU for the path. Enabling the Allow path MTU discovery option makes the
ASG appliance to send such ICMP messages.

MTU: In this field you can specify the Maximum Transmission Unit (MTU) of the IPSec
interface; the default MTU is 1420 byte.

5. Define the packet filter rule (optional):

You must define this packet filter rule if you have disabled the Automatic packet filter
rule function during the configuration of the IPSec VPN connection in step 3.

Open the Network Security >> Packet Filter >> Rules tab.

Advanced

B New rule ... | Cpen live log al = &
(FEedit_| ﬁ 1 Internal network (=== Headqy
Group: ELTTETE = (% Delete | )hone owark hours Ay
Pasition; |1 =1 2
Source: | W@ Internal (Ne D) &R
Service; | & any (=]
Destination: | & WHeadguarts D &9 ‘
action: | Allow =l '
Time Event: | Woark hours =l '
Log traffic: "
Comment; " 1
v Save‘ﬂn] 3¢ cancel T"
-

After clicking on the New rule button the dialog box for new rules will appear. Create a
new rule for the access to the local internal network.

Source: Select the local network or user (in this example: Internal (Network)).
Service: Set the service (e.g. Any for all services).

Destination: Select the allowed internal network (in this example: Headquarters).
Action: Allow.

Confirm your settings by clicking on Save.

§' 3staro
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New rules will be added at the end of the list (see screenshot: Item 1) and remain
disabled (status light shows red) until they are explicitly enabled by clicking (see screen-
shot: Item 2) on the status light.

Active rules are processed in the order of the numbers (next to the status light) until the
first matching rule. Then the following rules will be ignored! The sequence of the rules is
thus very important. Therefore never place a rule such as Any - Any - Any - Allow at
the beginning of the rules since all traffic will be allowed through and the following rules
ignored!

I;/,: More detailed information on the definition of Packet Filter Rules and detailed
) explanations of the individual settings can be found in the Astaro Security Gate-
way V7 administration guide in chapter 7.

Activate the proxies (optional):

If the remote employees shall access URL services via the IPSec VPN tunnel you may
configure the required proxies on the security system - this would be the DNS and HTTP
proxy for example.

Depending on the configuration you create a proxy-chain by defining the proxy of the
headquarters as upstream proxy of the branch office. This applies to both, the HTTP and
the DNS proxy.

ﬁ More detailed information on the configuration of Proxies and detailed explanations
) of the individual settings can be found in the Astaro Security Gateway V7 admin-
istration guide.

The basic settings for the VPN IPSec tunnel are now finished. Depending on the security policy
of your organization and the requirements of your network you might have to make additional
settings.

© 2007 Astaro AG.
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3. Maintenance Functions

IPSec Connection Status

The Site-to-site VPN page contains the Site-to-site IPSec Tunnel Status overiew. This
displays all currently negotiated or established IPSec VPN connections. A connection is then

fully established, when the status lights of the accordant IPSec tunnel are both green. The
table contains the following messages:

—= Site-to-Site IPSec tunnel status

(s = Branch to HQ connection [1 of 1 S4s established]
& SA:r 192.168.24.0/24=62.214.233.236 «ll+ 62.214.233.235=192 . 168.6.0/24
VPN ID: 62.214.233.236

IKE: &uth PSK f Enc AES_CBC_256 f Hash MDS / Lifetime 7800s f PFS MODP1536 f DRPD
IPSec: Enc AES_CBC_256 f Hash MDS [/ Lifetime 78005

Connection Name: The name for the IPSec VPN connection.

SA: Indicates the IPSec SA status: red = inactive, yellow = being negotiated, green = set-up.
VPN ID: The remote VPN ID (if no IP address) and the current IP address of the receiver.
IKE: This line displays the Internet Key Exchange (IKE) protocol settings.

IPSec: This line displays the IPSec tunnel settings.

Error: This line is shown if the connection isn't established yet.

© 2007 Astaro AG.
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