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Chapter 1. Using a UCS appliance

In addition to the traditional installation, there is also the possibility of providing UCS via an appliance im-
age. These appliance images can be used both for simple commissioning in a virtualization solution such as
VMware and for providing a cloud instance.

Appliances can be created with minimal effort. Thisis described in Chapter 2.

Whilst some of the settings can be preconfigured globally in the image, it is still necessary for the end user
to make final adjustments to the configuration, e.g., to set the computer name or the domain used. For this
reason, a basic system is installed for the appliance image and a component set up, which then alows the
end user to finalise the configuration. Alternatively, the configuration can also be performed automatically
without user interaction. Thisis described in Section 2.3.

The interactive configuration can be performed in two ways:

» A graphic interface starts on the system, in which the web browser Firefox is started in full-screen mode
and automatically accesses the configuration URL. This option is particularly suitable for imagesin virtu-
alization solutions.

» The configuration can aso be performed directly via an external web browser. In this case, the system's
IP address must be known to the user (e.g., if it has been notified to him in advance in the scope of the
provision of acloud image).

In the scope of theinitial configuration, the user can change the following settings in the default setting:
 Selection of the language, time zone and keyboard layout

« Configuration of the network settings

* Setup of anew UCS domain or joining a UCS or Microsoft Active Directory domain

» Software selection of UCS key components. The user can install software from other vendors at a later
point in time viathe Univention App Center.
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Chapter 2. Creating a UCS appliance/
cloud image

2.1. Introduction

This article describes how to set up an appliance based on UCS 4.0. Thistype of appliance can also be used to
provide preconfigured instances as a cloud service provider. The creation of images for typical virtualization
solutions is another possible application scenario, see Section 2.2.3.

2.2. Performing the basic installation

The basic installation is performed using the standard UCS installer. Further information on the individual
options can be found in the UCS manual. The installation should be performed in avirtualization solution. In
this example, the installation is performed in UVYMM. A qcow?2 image should be selected for the hard drive
for the virtual machine. Qcow?2 images can be converted to different virtualization formats such as Virtual Box
or VMware using atool provided by Univention, see Section 2.2.3.

The following settings are configured for the basic image:

» Theinstalation language can be selected as required. The locale of the system is set based on the selected
language. If you want to be able to use the appliance in more than one language, you can add another locale
at alater point in time.

A preselection is made for the time zone which is then adapted subsequently by the users of the appliance.
» Thekeyboard layout is only relevant for local logins; it is not important for the web-based configuration.

» A configuration via DHCP is the most practical presetting for appliance images. The Univention Installer
attemptsto perform a DHCP request in the scope of the network configuration. The network configuration
isonly performed via DHCP if thisis successful, i.e., an IP address must be assigned to the appliance for
the duration of the setup. This can be donewith an |P managed client object in the Univention Management
Console.

 Inthenext step, theinitial password is set for the root user. Thisroot password is changed by the end user
during the commissioning of the appliance image.

» The partitioning can be performed as required, e.g., by using an LVM. For an image that will be used in
a cloud setup, a single root partition should be used. This allows growing the root partition based on the
selected instance disk size.

Once the basic installation is complete, a dialogue is shown in which you can select whether to create a
new UCS domain or join an existing domain. To create the appliance, Control+Q must be pressed at this
point to interrupt the process. The installation continues for a short period of time, during which the Starting
Univention System Setup message appears and the systems then restarts.

The installation of the basic image is now complete. Following a reboot, the user of the appliance is shown
the dialogue for adjusting the configuration, see Chapter 1.

In most cases, the appliance needs to be preconfigured with a certain selection of software. Theinstallationis
usualy performed viathe Univention App Center, which, however, is not yet available at this point in time.
The installation is thus performed via the command line. UCS standard components can be installed using
the corresponding package names, e.g.

uni vention-install univention-printserver
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Packages from the Univention App Center are installed with the command uni vent i on- add- app oncea
valid licenseisavailable. The ID of an application can be retrieved with the command uni vent i on- add-
app --list:

uni venti on-add-app -1 APPID
The system now needs to be shut down cleanly without filesystems still being mounted.

The gcow?2 image (i.e., the hard drive of the virtual machine) is now copied. If the default storage pool of
UVMM was used, theimage is stored in the directory / var /1 i b/ i bvirt/i mages.

Additional steps are required if the image is to be used in Amazon EC2 (see Section 2.2.1), OpenStack (see
Section 2.2.2) or asaVMware/ VirtualBox appliance (see Section 2.2.3).

2.2.1. Providing an image for Amazon EC2 Feedback {2}

The following adjustments need to be made for an image that is to be used in Amazon EC2.

Amazon EC2 uses a PyGrub version which can only read the data format from Grub 1 (menu. | st ), whilst
UCS uses Grub 2 as the bootloader. The following Univention Configuration Registry variables can be used
to generate the Grub configuration in this format additionally. The bootloader configuration is also adapted:

append="$(ucr get grub/append)"
ucr set grub/append="$(echo "$append" |
sed -e 's|/dev/sda|/dev/xvdal g;s| spl ash| nospl ash|")"
ucr set grub/root=/dev/xvdal
ucr set grub/grublroot="(hd0)"
update-initranfs -uk all
updat e- gr ub
uni vent i on- gr ub- gener at e- menu- | st

Theinitial login to the EC2 instanceis performed viaa SSH host key. To prevent SSH logins from occurring
with the default root password of the standard image during commissioning of the instance, the initial root
password is removed. The following Univention Configuration Registry variable configures this start mode:

usernmod -p \'* root
ucr set server/anmazon=true

The name server should be set; in this example to OpenDNS. Additionaly, the timeout when waiting for a
DHCP request answer is lowered.

ucr set naneserver 1=208. 67. 222. 222 dns/forwarder 1=208. 67. 222. 222
ucr unset naneserver2 naneserver3

ucr unset dns/forwarder2 dns/forwarder3

ucr set interfaces/ethO/type=dhcp dhclient/options/timeout=12

2.2.2. Providing an image for OpenStack Feedback {2}

The provisioning for OpenStack images occurs via Cloud-Init (see Section 2.3.2). Cloud-Init is astandardised
solution for configuration of animage. Cloud-Init checksarange of data sourcesfor an existing configuration.
The univention-cloud-init package must be installed to prepare an image for provisioning via Cloud-Init:

uni vention-install univention-cloud-init
Thelocal Firefox session should not be started when running as an OpenStack instance.

ucr set systeni setup/boot/start=fal se
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The initial login to the OpenStack instance is performed via a SSH host key. To prevent SSH logins from
occurring with the default root password of the standard image during commissioning of the instance, the
initial root password is removed.

usernmod -p \'* root

2.2.3. Providing an image for VMware/VirtualBox Feedback ()

Virtualizationimagesfor VirtualBox, VMware Player and VMware ESX can also be created on the basis of the
gcow?2 images above. To thisend, Univention offersatool, which can beinstalled viathe generate-appliance
package (the integration in UCS 4.0 can be followed via Bug 37137).

Thegener at e_appl i ance tool must be started and the gcow?2 image selected with the parameter -s:
generate_appliance -s appliance. gcow2

The virtual machine is assigned one CPU and a gigabyte of RAM as standard. If the appliance has a higher
storage or CPU power requirement, the parameter -m can be used to specify a different quantity of RAM in
megabytes and -c can be used to assign a different number of CPUs. The parameters --vendor and --product
can be used to specify avendor and product name.

Inthe default setting, three different virtualization images are generated from the gcow2 image. The generation
for atype can be suppressed using the respectively given option:

» Zipped VMware compatible images (e.g. for VMware Player), can be suppressed with - - no- vinwar e
» VirtualBox OVA image, can be suppressed with - - no- ova- vi r t ual box

* VMware ESX OV A image, can be suppressed with - - no- ova- esxi

2.3. Automatic configuration of an appliance Feedback{ )

Instead of an interactive configuration of the appliance by the user, it can also be performed automatically.
The automatic configuration can either be performed via cloud-init (a general tool for the provision of cloud
images) or a Univention appliance mode profilefile.

2.3.1. Automatic configuration with a UCS appliance mode profile  redac)
file

Automatic configuration with the UCS appliance mode requires creating aprofilefile/ var / cache/ uni -
venti on-syst em set up/ profi | e. Example configuration:

host nane="ucs"

dormai nnane="t est dom | ocal "

wi ndows/ donmai n=" TESTDOM'

| dap/ base="dc=t est dom dc=I ocal "
root passwor d="uni venti on"

| ocal e/ def aul t ="de_DE. UTF- 8: UTF- 8"

conponent s="uni venti on- s4- connect or: uni venti on- sanba4 uni venti on- nagi os-
server"

packages_instal |l ="uni venti on-s4-connect or univention-sanba4 uni venti on-
nagi os- server"

packages renpve=""

server/rol e="domai ncontrol | er_nmaster"
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i nterfaces/ethO/type=""

i nterfaces/ethO/address="10.201. 101. 2"

i nt erfaces/ et hO/ net mask="255. 0. 0. 0"

i nterfaces/ethO/ networ k="10.0. 0. 0"

i nterfaces/ethO/ broadcast ="10. 255. 255. 255"
dns/ f orwar der 1="10. 201. 74. 2"

gat eway="10. 201. 0. 1"

Ifi nterfaces/ethO/typeissettodynam ¢, DHCPisused for the network configuration.

Then the / usr /1 i b/ univention-system setup/scripts/setup-join.sh tool needs to be
run once. Then Apache and the UMC server need to be restarted:

i nvoke-rc.d apache2 restart
i nvoke-rc.d uni venti on- nanagenent - consol e-server restart

2.3.2. Automatic configuration of an appliance with Cloud-Init Feedback { )

Cloud-Init works on a configuration file in the cloud configuration format. The configuration file is provided
by the respective cloud service; the type of provision differs from cloud solution to cloud solution. It is cur-
rently only possible to provide a master domain controller.

The configuration file may be adapted for different scenarios. To setup adomain, theucs_set up sectionis
required. Note that the supplied | dap_base isused in other configuration sections as well.

The following includes an example file with which a master domain controller can be provided. In addition,
several filesare generated on the system: the UCSlicenseto beinstalled and afile with the appsto beinstalled
from the Univention App Center. Thelicensein thisexampleisthe default free for personal uselicense. More
information about requesting a proper license can be found in Section 2.3.3.

Two example hook scripts are generated which are called after setup isfinished: One callswget for agiven
URL, which could be used to signal an external servicethat the provisioning of theinstanceis done. The other
isan example udmcall to register an OpenStack connectionin UVMM.

#cl oud- confi g
#
ucs_set up:
host nane: nyucsnast er
domai nnane: ucs. | ocal
wi ndowsdonmi n: UCS
| dap_base: dc=ucs, dc=l ocal
r oot password: uni vention
defaul tl ocal e: de_ DE. UTF- 8: UTF- 8
conponent s:
packages_install: univention-virtual - machi ne- manager - daenon
packages_renove:
wite files:
- content: |
dn: cn=adm n, cn=li cense, cn=uni vent i on, dc=ucs, dc=I ocal
obj ectd ass: top
obj ect O ass: uni venti onLi cense
obj ect O ass: uni venti onQoj ect
uni venti onObj ect Type: settings/license
uni venti onLi censeEndDate: unlimted
uni venti onLi censeMbdul e: adnin
cn: admn
uni venti onLi censeBaseDN: Free for personal use edition
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uni vent i onLi censeUsers: 50

uni vent i onLi censeServers: unlinited

uni venti onLi censeManagedd i ents: 50

uni venti onLi censeCor porateClients: unlinited

uni venti onLi censeVi rt ual Deskt opUsers: unlinited
uni venti onLi censeVi rt ual Deskt opClients: unlinited
uni venti onLi censeSupport: 0

uni venti onLi censePrem unSupport: 0
uni vent i onLi censeVersi on: 2

uni venti onLi censeType: UCS

uni venti onLi censeSi gnat ure: FPknmAy7i cLON 2wl5f REr /

| 4r D9r 6xaLi 3C7dLRVQbDX5zdc Q+

0BSPf HFT8pdAaMoZgXkpl3r QK4N2PzHHPy OHWwyaeMrckxJyal Qd/ B/ M4t +vbl xnz

+2YNoDVgskws
ne/

V8agxgoMs MFT47LUDp7ser XZoCETut wewwgr ycyORdahezzy AA93e3bBaHly5zK1b4El AWN33d

f ct WIR+/ LdQgl hKbRI HBN8f bc HLmXBt u7y W3J7Ad
+wlo4+Kz ASUWITnr f UY5dcU77spyCMIEGL6

ZxsFs8FhDr Yaj yAn2s0r AcxJK9JKFFj Buui F+8MB2dyypkJi | Si TRQDhEYor Q==

owner: root:root
pat h: /var/cache/ uni venti on-system setup/|icense
per ni ssi ons: ' 0400
- content: |
si mpl esam php
adconnect or
owner: root:root

pat h: /var/cache/ uni venti on-syst em setup/install apps

per ni ssi ons: ' 0400
- content: |
#!/ bin/ sh
wget http:// myURL/ page?nypar am=nyVal ue
owner: root:root

pat h: /usr/lib/univention-systemsetup/appliance-hooks.d/ 90 wget url

per ni ssi ons: ' 0755
- content: |

#!/ bin/ sh

udm uvm cl oudconnecti on create --ignore_exists \

- - posi ti on="cn=Cl oudConnecti on, cn=Vi rtual Machi ne
Manager , dc=ucs, dc=l ocal " \

--set nanme="OpenStack" \

--set type="cn=CpensSt ack, cn=Cl oudType, cn=Vi rt ual
Manager , dc=ucs, dc=l ocal " \

--set includeUCSi nages=0 \

--append par anet er ="user nane denouser" \

--append par anet er =" password password" \

--append par anet er ="cl oudt ype OpenStack" \

--append paraneter="auth_url http://192.168.0. 1: 5000" \

--append paranet er="aut h_version 2.0 _password" \
--append paraneter="service_type conpute" \
--append paranet er="servi ce_nane nova" \
--append paranet er="t enant denotenant" \
--append paranet er="servi ce_regi on regi onGne"

i nvoke-rc.d univention-virtual - machi ne- manager - daenon restart

owner: root:root
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pat h: /usr/lib/univention-systensetup/appliance-
hooks. d/ 80_add_uvmm connecti on
per ni ssi ons: ' 0755

Thefilewith the appsto beinstalled containsalist of 1Ds of applications from the Univention App Center, see
Section 2.2. The list in the example above installs the Univention AD Connector and the SAML integration
on the provided master domain controller

2.3.3. License management in cloud instances Feedback {2}

In the default installation, a UCS installation has a so-called free for personal use license (up to fifty users).
A license from Univention is required for the productive use of aUCS installation. For standard installations
it is sent to the user by e-mail and then set up in the Univention Management Console.

Cloud service providers have the possibility of retrieving UCS licenses via an AP, i.e, if a new instance
is to be created for a customer, the license can be retrieved via the APl and then installed in the provided
instance directly.

Access to the license server requires a user name and a password. These can be requested from Univention
at sales@univention.de. Inthisdocument, ht t ps: // 1 i cense. uni venti on. de/ shop/ exanpl e/ is
used as an example URL for the license server.

2.3.3.1. API for retrieving UCS licenses Feedback { )

10

Thelicensesareretrieved viaHT TPSfrom the Univention licenseserver| i cense. uni venti on. de. The
retrieval can be performed completely withwget .

Firstly, a session with the license server must be opened, in this case with the user name uni vent i on and
the password secr et asan example. It is also possible to request more than one license in one session.

wget --keep-sessi on-cooki es --save-cooki es cooki e.db --| oad-cookies \
cooki e. db --post -data="' user name=uni vent i on&asswor d=secret' \
https://1icense. univention. de/ shop/ exanpl e/

A license can aso be ordered with a POST request via wget . Please note that special characters such as
blank spaces must be escaped in URL-encoded syntax, seeht t p: // en. wi ki pedi a. or g/ wi ki / Per -
cent - encodi ng for details.

wget --keep-sessi on-cooki es --save-cooki es cooki e.db --I| oad-cookies
cooki e. db \

- - post - dat a=' kundeEnmai | =cust oner @xanpl e& \

" kundeUnt er nehnen=New?20Cust oner n& \

' EndDat e=27. 11. 2015&" \

' BaseDN=dc%8Ddr ei 92Cdc¥8Dzwei %2Cdc¥BDt est & \

' Server s=0&'\

' Support =0& \

' Pr emi unSupport =0&' \

" User s=100&' \

' Managedd i ent s=0&' \

' Cor por at eCl i ent s=0&' \

" Vi rt ual Deskt opUser s=0&' \

" Vi rt ual Deskt opCl i ent s=0&' \

' Type=UCS' \

https://license. uni vention. de/ shop/ exanpl e/ or der

If the order is successful, the return code 202 isreturned. The HTML dataincludesthe tag or der i d, which
identifies the order number of a successful order:
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<span i d="orderid">21</span>
If the order fails, areturn code 4xx isreturned and the det ai | s tag includes additional information, e.g.:
<span id="details">Not a valid date: u'27.11.201"' </span>

Should it not be possible to process an order due to a server error, 5xx is output as the return code. The order
can then be repeated at alater point in time.

Following ordering of alicense, it takes afew seconds before the license is generated. It can then be retrieved
in LDIF format using the order number. If the request above returnse.g. the order number 465, thefile nameis
thus465. | di f . Therequest specified below waits for the availability of the license for up to sixty seconds:

wget --keep-sessi on-cooki es --save-cooki es cooki e.db --1| oad-cooki es
cooki e. db \
https://1icense. uni vention. de/ shop/ exanpl e/ or der s/ 465. | di f

_ ) 11
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